
                                                           

 

                                             IT SECURITY SPECIALIST 
 

Main Roles & Responsibilities: 

 Answering queries from internal users concerning to Information System problems or related to 

IT infrastructure regarding Information Security; 

 Performing regular analysis of IT infrastructure regarding information security vulnerabilities; 

 Monitoring networks and other systems for security breaches using specialized tools; 

 Maintaining access control of infrastructure systems for bank users based on access policy 

framework and access control mechanisms; 

 Regularly checking configuration of infrastructure systems; 

 

Requirements: 

 A bachelor’s degree in IT; 

 Minimum 1 years of work experience with IT Infrastructure Operations teams; 

 Direct experience with anti-virus software, intrusion detection, firewalls and content filtering; 

 Knowledge and understanding of network services and monitoring skills; 

 Good understanding of cyber security and information security principles, methodologies, 

requirements and solutions; 

 Knowledge and understanding of security industry best practices; 

 Knowledge of current and emerging cyber security and information security tools, technologies, 

solutions and methodologies; 

 Knowledge of the Azerbaijani language; 

 Knowledge of Russian and English language (reading and translation of technical 

documentation). 

 

Interested candidates are requested to send their resume (CV) to cv@accessbank.az. Please indicate the 

job title in the subject line! 

 


